CISCO Business Process Automation

Platform Tenant " E @

Firewall Rules

B Pending with EPS

. 100 Pending with SRF
;‘ Ready for Stage
1 O O 200 e
Pending with Peer
D 300 Ready for Stage

Tracking Status

TOTAL Organization Id
@ Al ~ | Search Q
[ | SRFID Organisation ID Engineer Name Project Name Change Type Region Created At Expected Date Tracking Status  Fjrewall Eng Comments ~ Actions
] 23-000053 100 Eng, Firewall proj231 Normal Jun 13, 2023 Jun 13, 2023 Pending with Peer .
| | 23-000074 100 Not Assined test1234 Normal Jun 20, 2023 Jun 24, 2023 Pending with Peer .
D 23-000075 100 Not Assined qwerty1 Normal Jun 20, 2023 Jun 24, 2023 Approved by Engineer Print b
[ ] 23-000072 100 test 111 Normal APAC Jun 20, 2023 Jun 23, 2023 Ready for Production Un Claim
Policy Optimizatio

- ' Normal '
] 23-000071 100 Eng, Peer 10pro;j Jun 16, 2023 Jun 16, 2023 Send to Request ﬂb
] 23-000073 100 Not Assined test1121 Break Fix Jun 20, 2023 Jun 24, 2023 Pending with Peer Export

3 4 ... Next

Mark as Manual

ltems per page

v
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SRF 23-000043 :: Firewall Rule Optimization X

Q,

Rule Analysis

Rule Analysis :
Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem lpsum.

Action Source Destination Services Src Nat Dest Nat Port Translation Comments Traffic Direction Score Actions
Allow 10.34.33.44 192.18.10.0/28 Hrg_daa-demos-sg Payroll E
Allow 10.34.22.55 #rg_daa-demos IP_50 DR DRILL .

Manually configure firewall(s) @

onfigurations would either be manually
performed on the firewall or these configs
already exists and is being reconciled

==




SRF 23-000043 :: Firewall Rule Optimization X

Q,

Rule Analysis

Action Source Destination Services Src Nat Dest Nat Port Translation Comments Traffic Direction Score Actions
B Allow 10.34.33.44 192.18.10.0/28 #rg_daa-demos-sg Payroll .
B Alow 10.34.22.55 #rg_daa-demos IP_50 DR DRILL E@
Comment

Bl Manually configure firewall(s) @

A\

Configurations would either be manually
performed on the firewall or these configs
already exists and is being reconciled

==




SRF 23-000043 :: Firewall Rule Optimization X

Q,

Rule Analysis

Action Source Destination Services Src Nat Dest Nat Port Translation Comments Traffic Direction Score Actions
B Allow 10.34.33.44 192.18.10.0/28 #rg_daa-demos-sg Payroll .
Edit
B Alow 10.34.22.55 #rg_daa-demos IP_50 DR DRILL e @
Delete
Comment

Manually configure firewall(s) @

\

==




SRF 23-000043 :: Firewall Rule Optimization X

Q,

Rule Analysis

Action Source Destination Services Src Nat Dest Nat Port Translation Comments Traffic Direction Score Actions
B | Allow 10.34.33.44 X 192.18.10.0/28 X #rg_daa-demos-sg X Payroll X .
B Alow 10.34.22.55 #rg_daa-demos IP_50 DR DRILL @
Comment

Manually configure firewall(s) @

\

==




SRF 23-000043 :: Firewall Rule Optimization X

Q,

Rule Analysis

Action Source Destination Services Src Nat Dest Nat Port Translation Comments Traffic Direction Score Actions
B Allow X 10.34.33.44 X 192.18.10.0/28 X #rg_daa-demos-sg X Payroll X .
B Alow 10.34.22.55 #rg_daa-demos IP_50 DR DRILL
Comment

Manually configure firewall(s) @

\

==




SRF 23-000043 :: Firewall Rule Optimization X

Q,

Rule Analysis

Action Source Destination Services Src Nat Dest Nat Port Translation Comments Traffic Direction Score Actions
B Allow 10.34.33.44 192.18.10.0/28 #rg_daa-demos-sg Payroll .
B Alow 10.34.22.55 #rg_daa-demos IP_50 DR DRILL
Comment

Manually configure firewall(s) @

\

==




SRF 23-000043 :: Firewall Rule Optimization X

Q, O,

Rule Analysis Firewall Selection

Firewall Selection:
Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum.

Select Firewall Devices*

Search v
Tracking TAG Action Source Destination Services Src Nat Dest Nat Post Translation Zone Direction
: Pre-Prod
M| SRFSubmitted oo ag Allow 10.34.33.44 172.6.0.18 UDP_12003
Pre-prod UDP_12107
] SRF Submitted UAT/SIT/LAB Allow 10.34.22.55 172.6.1.20 _

==




SRF 23-000043 :: Firewall Rule Optimization

Q,

Rule Analysis

@

Firewall Selection

Select Firewall Devices*

Checkpoint-device1, FMC-Device2, test.... v

U

Tracking TAG Action Source Destination Services Src Nat Dest Nat Post Translation Zone Direction
) Pre-Prod
M| SRFSubmitted oo g Allow 10.34.33.44 172.6.0.18 UDP_12003
Pre-Prod DP 12107
. SRF Submitted Allow 10.34.22.55 172.6.1.20 UDP_1210

UAT/SIT/LAB

==




SRF 23-000043 :: Firewall Rule Optimization

Q,

Rule Analysis

Select Firewall Devices*

Checkpoint-device1, FMC-Device2, test.... v

Tracking TAG Action Source
Pre-Prod
SRF Submitted
O UAT/SIT/LAB Allow 10.34.33.44
Pre-Prod

Allow 10.34.22.55

B SRF Submitted

UAT/SIT/LAB

O,

Firewall Selection

Destination Services
172.6.0.18 UDP_12003
172.6.1.20 UDP_12107

Src Nat

Dest Nat

Post Translation Zone Direction Attach To

==




SRF 23-000043 :: Firewall Rule Optimization X

Q, @

Rule Analysis Firewall Selection

Select Firewall Devices*

Checkpoint-device1, FMC-Device2, test.... v

Tracking TAG Action Source Destination Services Src Nat Dest Nat Post Translation Zone Direction Attach To Status
. Pre-Prod
B SRF Submitted ATIETILAR Allow 10.34.33.44 172.6.0.18 UDP_12003 (Checkpoint-device1 | ( FMC-Device2 | + ] 0@
Pre-Prod - - :
: UDP_12107 Checkpoint-device1 FMC-Device2 ) + |
. SRF Submitted Allow 10.34.22.55 172.6.1.20 - C o J C )
UAT/SIT/LAB

Rule placement Attach

==




Rule Placement

Access Control List Rules ARP NAT Static Route

Checkpoint-device1 X

Rule Name* Positioning*
FMC-Device2 X fdf after
test-Device4d X Comments
23-000037/AITH100/CE/06052023 @

Positioning Rule Name

d2d

=




Rule Placement

Access Control List Rules

Checkpoint-device1 X Add ARP Configuration
FMC-Device?2 X

IP Address*
test-Device4 X

< Cancel > Add

NAT

Static Route

Real IP*

Real IP Address

MAC Address*

o




Rule Placement X

Access Control List Rules ARP NAT Static R@ute

Add NAT Configuration
Checkpoint-device1 X

FMC-Device?2 X

test-Device4 X iginal Service NAT Tra

Translated
Original Translated Original
NAT NAT Original Translated Rule
= = Source = NAT Source = Destination - = = = Status = Position = = Comments Actions
Method Destination Service NAT Service MName
Address Address Address
Address

=




Rule Placement X

Access Control List Rules ARP NAT

Add Static Route Configuration

Checkpoint-device1 X

Destination Address* Next Hop Gateway*
FMC-Device?2 X

test-Device4 X

-
w

Mext Hop e WA

G

( Cancel ) Replicate




Rule Placement

Access Control List Rules ARP NAT

Checkpoint-device1

FMC-Device?2

test-Device4d

Add Static Route Configuration

Destination Address* Next Hop Gateway*

é X\

Conformation Request

Destination IP

12.1.1.1
Do you want to Copy one device to rest all?

(No)?
A 4

< Cancel > Replicate ‘




Rule Placement X

Access Control List Rules ARP NAT

Add Static Route Configuration

Checkpoint-device1 X

Destination Address* Next Hop Gateway*
FMC-Device2 X

test-Device4 X

Destination IP Next Hop Gateway

o <P




SRF 23-000043 :: Firewall Rule Optimization X

Q, @

Rule Analysis Firewall Selection

Select Firewall Devices*

Checkpoint-device1, FMC-Device2, test.... v

Tracking TAG Action Source Destination Services Src Nat Dest Nat Post Translation Zone Direction Attach To Action
. Pre-Prod
SRF Submitted ISIT/LAB Allow 10.34.33.44 172.6.0.18 UDP_12003 (Checkpoint-device1 | ( FMC-Device2 | + ] °
Pre-Prod i i -
: UDP_12107 Checkpoint-device1 FMC-Device2 ) + |
SRF Submitted Allow 10.34.22.55 172.6.1.20 - C o J C )
UAT/SIT/LAB

Rule placement Attach

== «<p




SRF 23-000043 :: Firewall Rule Optimization X

Q, O, O,

Rule Analysis Firewall Selection Tagging

Tagging:
& Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum.

Select Tags:
Zone Direction* Engineer Comment Regions*
INT-SZN v test-45 . AMRS v Manual Red Risk
g’
Tracking TAG Action Source Destination Services Zone Direction Attach To Tagging Details
. Pre-Prod
B SRF Submitted UAT/SIT/LAB  Allow 10.34.33.44 172.6.0.18 UDP_12003 CCheckp0|nt—deV|ce1 ) CFMC—DeV|ce2) +1
_ Pre-Prod UDP_12107 . . . +1
SRF Submitted UAT/SIT/LAB Allow 10.34.22.55 172.6.1.20 [Checkpomt—dewceo [FMC-DGVIC62)

<,

==




SRF 23-000043 :: Firewall Rule Optimization

Q,

@

O,

Rule Analysis Firewall Selection Tagging
Select Tags:
Zone Direction* Engineer Comment Regions*
INT-SZN v test-45 AMRS v Manual Red Risk
Z
Tracking TAG Action Source Destination Services Zone Direction Attach To Tagging Details
. Pre-Prod : :
B SRF Submitted UAT/SIT/LAB Allow 10.34.33.44 172.6.0.18 UDP_12003 CCheckp0|nt—deV|ce1) (FMC-Devicez) + INT-SZN, test-45, AMRS
Pre-Prod UDP_12107 : : .
SRF Submitted UAT/SIT/LAB Allow 10.34.22.55 172.6.1.20 - CCheckpomt—devnceO [FMC—DeV|ce2] +1

== <N,




SRF 23-000043 :: Firewall Rule Optimization

Select Firewall Devices*

Q,

Rule Analysis

@ ® ®

Firewall Selection Tagging Optimization Analysis

-

I ﬁ Optimization Analysis:

Note: Report Will generate later, go to further steps

Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum.

Checkpoint-device1, FMC-Device2 v
Tracking TAG Action Source
Pre-Prod
SRF Submitted
= UAT/SIT/LAB ~ Allow 10.34.33.44
] Pre-Prod Allow
SRF Submitted UAT/SIT/LAB 10.34.22.55

Optimisation Type*

Redundant Rules, Bidirectional Rules %
Destination Services Zone Direction Attach To

172.6.0.18 UDP_12003 CCheckpoint-device1 ) CFMC—DeviceZ) +1
172.6.1.20 UbP_12107 [Checkpoint—deviceo [FMC—DeviceZ] + 1

== <N,




SRF 23-000043 :: Firewall Rule Optimization X

Q, O, ® O ®

Rule Analysis Firewall Selection Tagging Optimization Analysis Preview

Preview:
Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum.

Tracking TAG Action Source Destination Services Zone Direction Attach To Tagging Details
: Pre-Prod _ _ :
W SRFSubmitted | oA Alow 10343344 1726018  UDP-12003 ( Checkpoint-devicel | FMC-Device2 ) + INT-SZN, test-45, AMRS
Pre-Prod UDP_12107 : : :
SRF Submitted UAT/SIT/LAB Allow 10.34.22.55 172.6.1.20 - [Checkpomt—dewce1) [FMC—DeV|ce2) +1

== .




I L
.CII f:cl.u' Business Process Automation

Platform Tenant " E @

Firewall Rules

B Pending with EPS

. 100 Pending with SRF
s Ready for Stage
1 O O 200 e
Pending with Peer
D 300 Ready for Stage

TOTAL Organization Id Tracking Status
@ Al ~ | Search Q
[ | SRFID Organisation ID Engineer Name Project Name Change Type Region Created At Expected Date Tracking Status  Fjrewall Eng Comments  Actions
] 23-000053 100 Eng, Firewall proj231 Normal Jun 13, 2023 Jun 13, 2023 Pending with Peer :
[ | 23-000074 100 Not Assined test1234 Normal Jun 20, 2023 Jun 24, 2023 Pending with Peer .
[] 23-000075 100 Not Assined qwerty1 Normal Jun 20, 2023 Jun 24, 2023 Approved by Engineer .
[ ] 23-000072 100 test 111 Normal APAC Jun 20, 2023 Jun 23, 2023 Ready for Production
[ ] 23-000071 100 Eng, Peer 10proj Normal Jun 16, 2023 Jun 16, 2023 .
] 23-000073 100 Not Assined test1121 Break Fix Jun 20, 2023 Jun 24, 2023 Pending with Peer :
1 3 4 ... Next ltems per page
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